- 0-5-3 ACL 8%

% Standard ACL &&;
@ # access-list 1~99 deny | permit host IP_address wildmask

& 2l
# ] TiigE
# access-list 10 deny host 192.168.11.1 2511 192.168.11.1 F %
# access-list 10 permit host 192.168.10.1 TEF 192.168.10.1 H7E
# access-list 10 permit host 192.168.2.0 0.0.0.255 7.5 192.168.2. 0/24 F A
# access-list 10 deny host any 22 |3 {r] 3 i 2 (1 e 4R
#int fa0/1

£ fa0/1 PR IN J5mHT ACL 10 R R

#ip access-group 10 in
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Extended ACL &3

@ # access-list 100~199 deny|permit ip|TCP|UDP|ICMP host
& il

#f51] TIRE
# access-list 101 permit ip any any TOEFE ] A
# access-list 101 deny ip 192.168.3.4

FH$E 192.168.3.4 Ff%{FHY 192.168.4.5 -
192.168.4.5

# access-list 101 deny 192.168.2.0 0.0.0.255 [H#& 192.168.2.0/24 - f4&
# access-list 101 permit tcp host 192.168.3.4 7154192.168.2.4 7£HY 192.168.4.5 F &[4 tcp

host 192.168.4.5 eq 80 180 -
#int fa0/1 1F fa0/1 F1EgE) OUT 5=y ACL 10 #E )& (5%
#ip access-group 101 out s
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% Named ACLEE;
@ # access-list extended ACL_Name
& il

el LhfeE
# ip access-list extended Server-ACL
# permit tcp host 192.168.12.50 any eq WWW 7025 192.168.12.50 F£E www

# permit tcp host 192.168.12.51 any eq ftp EF 192.168.12.51 {75 ftp
# deny ip any any SHIEFTA
#int fa0/1

R AR

#ip access-group Server-ACL out
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