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GO gle cisco packet tracer Tt $ Q
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Download Cisco Packet Tracer 7.1 Free (Dlrect Download Lmks)
ap=sy et =
2017 .—q H5 |-1 Cisco Fa[ ket Tracer 7.1 is available for downloading and mstailahon for free. If you are
a student sludylng Cisco networking equipment, then Cisco Packet Tracer is just for you. Update: Cisco
Packet Tracer 7.1.1 has been released. You may download it now. Cisco Packet Tracer is developed by
the Cisco
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## Uninstall Cisco Packet Tracer
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(1) IHEeFRE E (Menu Bar)
(2) =T E#E (Main Tool Bar)

(3) i< L E#E 2 (Command Tools Bar) : AffiR « 512 - 8§3%

C ZIDEE -

(4) #i5/E 72 T EIE 813 B 3% B (Logical/Physical Workspace and Navigation Bar) °

[

(5) T {EE(Workspace) : @B MAFEZEE -

(6) BIAS/15E 145 & (Realtime/Simulation Bar) : ST EI1 BB IEENFENIZE X

(7) #BEEITHFE(Network Component Box) e

(8) HEEBUASIEIEFE (Device-Type Selection) : BAIA2: - BEHES
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(A) BESEHHL

£ Google 3= Wireshark BIT - 40N : (EEHE Windows Installer(64bit)

Go gle [Wireshark j

B WE wm BF

oHE

B R %

#7H 4,940,000 THER (S35 @ 045 75)

Wireshark - Download
https:/Mww.wireshark.org/download.html v FEZ(EEE
The current stable release of Wireshark is 2.6.0. It supersedes
download the latest development release (2.5.1) and ...

The User's Guide - Release Notes - U.S. export regulations
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£ \Wireshark 2.6.0 64-bit Setup = XS

Welcome to Wireshark 2.6.0 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue.

l' Next > ‘ll Cancel

1-2-2 R1EREERAR

(A) BEETHETF :

EANREZERW—ENEFRREE - —RUWLZEKE Windows 7/10 E# E - AIRB=E
W ENREREF -

Welcome to Wireshark

Capture
~+using this filter: (I [Enter a captun: EE j i E E
Bi5E8 3 M

VMware Network Adapter VMnet8 [L.
VMware Network Adapter VMnetl \_

(B) HEENFE

ETEFZE  UARGRNSEE AR “EF T2EEFERI - REBIRRE (2) 2
BERNE—E P HE  JMER—EHE  AERE ) LRZHENOWER - M
BHANFAERINRE @) s - EEWT
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3 - Expression-- +

Ethernet II, Src:

Data (24 bytes)

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

No. Time Source tion \% g Info
4 3,509716 feg0: :fdof:8ds6:e73.. gg? ﬁmr‘j@j ﬁe 208 M-SEARCH * HTTP/1.1
64.141149 120.118.165.220 255, 255,255,955 ubDpP 66 55424 » 5200 Len=24
7 5.027638 feg8@::ec95:75d3:920.. ff02::1:3 LLMNR 84 Standard query ©x28bé
8 5.027761 120.118.165.117 224.9.0.252 LLMNR 64 Standard query ©x28b6
95.132521 feg8@::ec95:75d3:920.. ff02::1:3 LLMNR 84 Standard query @x28bé
18 5.132596 120.118.165.117 224.9.0.252 LLMNR 64 Standard query @x28bé
1L 12
W 4 -
VFrame 6: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©

HewlettP_1c:98:15 (2c:27:d7:1c:98:15), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
120.118.165.22@, Dst: 255.255.255.255
55424, Dst Port: 5200

3) S—ENEASER

0000 ff ff ff ff Ff ff 2c 27
@@ 34 S5e 51 ee ee 80 11
ff ff d8 80 14 50 ee 20
st 42 72 6f 61 64 63 61
31 3e

d7 1c 98 15 @8 0@ 45 00
be 15 78 76 a5 dc ff ff
12 de 44 4d 55 5@ 6e 5@
73 74 3a 38 34 30 30 3a

* *DMUPNP

_Broadca st:8400:

(1) HBAFHER

© 7 Frame (frame), 66 bytss

RN Bl AR E P AL ERA - AN
(1) No 18I : HEENFIEIE] -

(2) Time #&AI :
(3) Source 1@ : T EBEZEMIAGRALLL -

(4) Destination 181 : =Y BIEZXEAY B AL -

(5) Length 181 : T EIRIRE (Bytes)

(6) Info I : BRAFIEANR

- 91 TCP ~ UDP €]

| Packets: 42 - Displayed: 42 (100.0%) - Dropped: 0 (0.0%) || Profile: Default -

HERMERERE - FBRREH 0 BGsETR -

REE E/J FI:HI/L;\ °

HENELHPE—FEN  AIE N RBAREBERZENCNERAS - EWME—=F
UDP #48% - BU{KFEES Ethernet Il ~ IPv4 ~ UDP ZNEIZTERNS - &EBZ N UDP FrEE

HER -

1-2-3 Y BIREEUEIE

BEHELEIRSROT

@ ENNEF  sRFER LHFEES
Player) E4M/THET® -
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@ HREVERERM : UDRAR EFEHW“#E’TE‘ HERERSIFES

ZWHE - B2 - &5

5% 1F<'§&&§JFE R
FEIRAERE M RRE -

EMEFNFE—R IP 33X EW

RFE -

® FUNERERY  HRABMIEERE  MEENHETHERRS
EmEIRA

- BIOJRR B
£ - ERR TCP B8

BES R NEFR - 2AlERARZ

Anm e

| *Cl\“"’gi”[j'\\'\“
IE;:I display filter *-< <Ctrl- =3 ~| Expression--- +
=S 7 TR =
Welcome to Wireshark
Capture

2272 - FREUEA
--+using this i'iIter:I (11 [host 120.118.165.191

B4 ~ | |All interfaces shown ¥
[(Broadcom Netxtreme Gigabit Ethernet Driver: E%8:2 3 ]
VMware Virtual Ethernet Ada) ware Network A

pter:
VMware Virtual Ethernet Adapter: VMware Network Ad
<

o 13* EENEE
Learn

User's Guide

* Wiki * Questions and Answers ' Mailing Lists
You are running Wireshark 2.6.0 (v2.6.0-0-g¢7239f02). You receive automatic updates

O 7 Ready to load or capture

No Packets || Profile: Default
(1) BR%E " RRENERIEIR A 4

® FLEMEMRMAR - BIHIRSEIREERA -

@ EEXEEURG - B ip At

® BIAHBEE

Bx

1—
E

[

gn 120.118.165.107 2 ip fuil -
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g‘i’heWwesharkNetwcrkAnalyzer _ = | [ S

- e e e

File Edit View Go Capture Analyze Statlshcs Telephony ereless Tools Help
A8 10 LTRRE Qumw=F sQE ¢ 1
ﬂLI_L.—*‘,j\;-l‘ra-'ih[-’.;r;f]il.e'."' Ctel-/> [= R jons=r | *

Capture ﬁ
~+-using this filters|| 1 Jhost 120.118.165.191 B3 - | |All interfaces shown ~ |

Save this filter
Broadcom | Manage Capture Filters
VMware Vil
VMware Vil Non-HTTP and non-SMTP to/from www.wireshark.org: not port 80 and not port 25 and host www.wir
« | No ARP and no DNS: not arp and port not 53
Learn HTTP TCP port (80): tcp port http

) | TCP or UDP port 80 (HTTP): port 80
User's Guide * 1 UDP only: udp
You are running Wi TCP only: tep

1PX only: ipx
@ 7 Ready o load or capture 1Pv6 address 2001:db8:1: host 2001:db8:1
- [ 1Pv6 only: ip6
[ 1pv4 address 192.02.1: host 192021 |Ei¥_5m IP
only: Ip
No ARP: not arp
BEA IP Ui - W :
‘I’he Wireshark Network Analyzer = |
= - - - e e e
File Edit View Go Captu Analyze Statistics Telephony Wireless Tools Help
l-gea"”” ﬂ«~@r%j§x\«w
R Apply a display filter =+ <Cul-/> =3 ~| Expt

Capture o EEﬁ?\tEEJDJ.
++~using this filter: (I [host 120.118.165.107

Broadcom NetXtreme Gigabit Ethernet Driver: B84 3 et
VMware Virtual Ethernet Adapter: VMware Network Adapter VMnet8 _
VMware Virtual Ethernet Adapter: VMware Network Adapter VMnetl ___

< | 11 N »

(2) FRERFERERE

A LARE TBUREERN . %l - BEERRRGE - WNEFR -
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The Wireshark Network Analyzer =

- e - e e e =

Fi 3 it View Go Capture Analyze Statistics Telephony Wireless Tools Help

SWZe LR Qew=EjFesBE QAT

Apply a display filter -+ <Ctr]-/> _:T] E
Save this filter
Manage Display Filters
Manage Filter Expressions

Non-HTTP and non-SMTP to/from 192.0.2.1: ip.addr == 192.0.2.1 and not tcp.port in {80 25}
No ARP and no DNS: not arp and !(udp.port == 53)

(e bep ) SEERMEA
TCP or UDP port is 80 (HTTP): tcp.port == 80 || udp.port == 80

Non-DNS: !(udp.port == 53 || tcp.port == 53)

UDP only: udp

TCP only: tcp

IPX only: ipx

IPv6 address 2001:db8:1: ipvé.addr == 2001:db8:1

IPv6 only: ipv6

IPv4 address isn't 192.0.2.1 (don't use != for this!): !(ip.addr == 192.0.2.1)
IPv4 address 192.0.2.1: ip.addr == 192.0.2.1

I IPv4 only: ip Py
3 A\
Q) EENHTFE
EERAENAM—H EEFREIEE - O
i’he Wireshark Network Analyzer =B8] X
- - - - - - - o e
File- ‘Edit - View Go Capture Analyze Statistics' Telephony Wireless Tools Help
A 20 LD RE Qem=F B AaQal
(" hup ~ -] Expression=* +

Capture

++-using this filter: (1 [host 120.118.165.107 =] |All interfaces shown ~ |

' Broadcom NetXtreme Gigabit Ethernet Driver: B2 3 | ﬁﬁx
nets __

h ware Virtual Ethernet Adapter: VMware Network Adapter Vi
VMware Virtual Ethernet Adapter: VMware Network Adapter VMnetl __
< i | b

Learn

(4) BfF/HEERAE
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M *8roadcom NetXtreme Gigabit Ethernet Driver: E#5 2 3 (host 120.118.165.107) E
AEF%ﬁER% 9 Q - - ge‘ sCBEaaqi
hitp ) E
gﬁ Time Source Destination Frotocol Length Info
i 48 0.103742 120.118.165.107 54.251.46.31 HTTP 215 GET
' 54 0.122659 120.118.165.107 54.251.46,31 HTTP 215 GEFE
57 ©.133967 120.118.165.107 54,251.46.31 HTTP 215 GET
60 0.153878 120.118.165.107 54.251.46.31 HTTP 215 GET
61 0.168848 120.118.165.107 120.118.165.191 HTTP 573 GET

« 1 _|

> Frame 48: 215 bytes on wire (1720 bits), 215 bytes captured (1720 bits) on inters

(5) TMHITVEERIRME

SO DB MIIUVEERE - 1 | GBEITERFAR)

M *Broadcom NetXtreme Gigabii Ethernet Driver: E&53E:8 3 '(host 120.118.165.107) - :.-‘ IEL@_AH
File Edit View Go [Capture| Analyze Statistics Telephony Wireless Tools Help
Adm @ ) T[@ options. Ctrl@ﬁmm

[ [htp A start Ctrl+E . | Expression
No. Time B Stop Ctrl+E Destination Protocol  Length Info

. 48 0.10374] (_Restart Ctri+R | 54.251.46.31 HTTP 215 GET /V3/(
54 6.12265C Capture Filters... :j WE 31 HTTP 215 GET /V3/¢

| 57 ©.13396]  Refresh Interfaces F5 54.251.46.31 HTTP 215 GET /v3/
i 60 0.153878 120.118.165.107 54.251.46.31 HTTP 215 GET /v3/
i | 61 0.168848 120.118.165.107 120.118.165.191 HTTP 573 GET / HT
< 1 »

(1) BRERGER

BERTES TR

B8 & BEEF et
EJTA Eq- == ip.proto ==

AER Ne - I= Ip.proto !=1
HBR Gt~ > Frame.pkt_len > 100
IR Lt~ < Frame.pkt_len < 100

(2) BHBIREH

EHBRERAWMT
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Gt an AR g6l
dst H# MAC Eth.dst == ff:ff.ff.ff.ff.ff
src IR MAC Eth.src == 01:34:45:56:a2:c2
et addr MAC fuit Eth.addr == 01:34:45:56:a2:c2
dst HEY IP Ip.dst == 192.168.10.3
src FE 1P Ip.src == 192.168.10.4
ip addr IP firtlk Ip.addr ==192.168.10.5
Ip.proto == 0x06 (TCP)
proto T —EtHE Ip.proto == 0x01 (ICMP)
Ip.proto == 0x11 (UDP)
dstport BHH Port Tcp.dstport == 80 (HTTP)
tcp  |srcport R Port Tcp.srcport == 21 (FTP)
port B O 4Rk Tcp.port == 23 (telnet)
dstport BHBY Port Udp.dstport == 53 (DNS)
udp  [srcport R Port Udp.srcport == 53
port BO4RIE Udp.port == 53
(3) EREIRHRYVBIEEES
BRI ES AU
R EE EET Rl
AND and ip.proto == 1 and ip.dst == 192.168.10.2
&& ip.proto == 1 && ip.dst == 192.168.10.2
OR or ip.proto == 1 or ip.dst == 192.168.10.2
| ip.proto == 1 || ip.dst == 192.168.10.2
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